

    
      Navigation

      
        	
          index

        	
          next |

        	Satori 0.1.4 documentation 
 
      

    


    
      
          
            
  
OpenStack Configuration Discovery

Satori is a configuration discovery tool for OpenStack and OpenStack tenant hosted applications.



	Contributing

	Release Notes

	Terminology






Get Satori

Satori is distributed as a Python package. The pip command will install the
latest version.

$ pip install satori





If you want to install from the latest source code, these commands will fetch
the code and install it.

$ git clone https://github.com/stackforge/satori.git
$ cd satori
$ pip install -r requirements.txt
$ sudo python setup.py install








Use Satori

$ satori www.foo.com
Domain: foo.com
  Registered at TUCOWS DOMAINS INC.
  Expires in 475 days.
  Name servers:
      DNS1.STABLETRANSIT.COM
      DNS2.STABLETRANSIT.COM
Address:
  www.foo.com resolves to IPv4 address 4.4.4.4
Host:
  4.4.4.4 (www.foo.com) is hosted on a Nova Instance
  Instance Information:
      URI: https://nova.api.somecloud.com/v2/111222/servers/d9119040-f767-414
           1-95a4-d4dbf452363a
      Name: sampleserver01.foo.com
      ID: d9119040-f767-4141-95a4-d4dbf452363a
  ip-addresses:
      public:
          ::ffff:404:404
          4.4.4.4
      private:
          10.1.1.156






Links


	OpenStack Wiki [https://wiki.openstack.org/Satori]

	Code [https://github.com/stackforge/satori]

	Launchpad Project [https://launchpad.net/satori]

	Features [https://blueprints.launchpad.net/satori]

	Issues [https://bugs.launchpad.net/satori/]
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Contributing

Satori’s code is hosted on GitHub [https://github.com/stackforge/satori]. Our development process follows the
OpenStack Gerrit [https://wiki.openstack.org/wiki/Gerrit_Workflow] workflow which is much different than most projects on
Github.

If you find a problem, please file a bug [https://bugs.launchpad.net/satori]. Feature additions and design
discussions are taking place in blueprints [https://blueprints.launchpad.net/satori]. Reviewing code [https://review.openstack.org/#/q/status:open+project:stackforge/satori,n,z] is an easy way
to start contributing.
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Release Notes


0.1.4 (20 Mar 2014)


	Data plane discovery (logs on to machines)

	Localhost discovery

	SSH module

	Templated output

	Bug fixes






0.1.3 (18 Feb 2014)


	Bug fixes

	DNS added among other things






0.1.0 (28 Jan 2014)


	Project setup
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Terminology


Opinions

Opinions are being discussed at https://wiki.openstack.org/wiki/Satori/OpinionsProposal.




Control Plane Discovery

Control plane discovery is the process of making API calls to management
systems like OpenStack or IT asset management systems. An external management
system can show relationships between resources that can further improve
the discovery process. For example, a data plane discovery of a single server
will reveal that a server has a storage device attached to it. Control plane
discovery using an OpenStack plugin can reveal the details of the Cinder
volume.

Satori can load plugins that enable these systems to be queried.




Data Plane Discovery

Data plane discovery is the process of connecting to a resource and using
native tools to extract information. For example, it can provide information
about the user list, installed software and processes that are running.

Satori can load plugins that enable data plane discovery.
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The satori.sysinfo Module
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  Source code for satori.shell

#   Copyright 2012-2013 OpenStack Foundation
#
#   Licensed under the Apache License, Version 2.0 (the "License"); you may
#   not use this file except in compliance with the License. You may obtain
#   a copy of the License at
#
#        http://www.apache.org/licenses/LICENSE-2.0
#
#   Unless required by applicable law or agreed to in writing, software
#   distributed under the License is distributed on an "AS IS" BASIS, WITHOUT
#   WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied. See the
#   License for the specific language governing permissions and limitations
#   under the License.
#

"""Command-line interface to Configuration Discovery.

Accept a network location, run through the discovery process and report the
findings back to the user.

"""

from __future__ import print_function

import argparse
import json
import logging
import os
import sys

from satori.common import logging as common_logging
from satori.common import templating
from satori import discovery
from satori import errors

LOG = logging.getLogger(__name__)


[docs]def netloc_parser(data):
    """Parse the netloc parameter.

    :returns: username, url.
    """
    if data and '@' in data:
        first_at = data.index('@')
        return (data[0:first_at] or None), data[first_at+1:] or None
    else:
        return None, data or None



[docs]def parse_args(argv):
    """Parse the command line arguments."""
    parser = argparse.ArgumentParser(description='Configuration discovery.')
    parser.add_argument(
        'netloc',
        help="Network location as a URL, address, or ssh-style user@address. "
        "E.g. https://domain.com, sub.domain.com, 4.3.2.1, or root@web01. "
        "Supplying a username before an @ without the `--system-info` "
        " argument will default `--system-info` to 'ohai-solo'."
    )

    #
    # Openstack Client Settings
    #
    openstack_group = parser.add_argument_group(
        'OpenStack Settings',
        "Cloud credentials, settings and endpoints. If a network location is "
        "found to be hosted on the tenant additional information is provided."
    )
    openstack_group.add_argument(
        '--os-username',
        dest='username',
        default=os.environ.get('OS_USERNAME'),
        help="OpenStack Auth username. Defaults to env[OS_USERNAME]."
    )
    openstack_group.add_argument(
        '--os-password',
        dest='password',
        default=os.environ.get('OS_PASSWORD'),
        help="OpenStack Auth password. Defaults to env[OS_PASSWORD]."
    )
    openstack_group.add_argument(
        '--os-region-name',
        dest='region',
        default=os.environ.get('OS_REGION_NAME'),
        help="OpenStack region. Defaults to env[OS_REGION_NAME]."
    )
    openstack_group.add_argument(
        '--os-auth-url',
        dest='authurl',
        default=os.environ.get('OS_AUTH_URL'),
        help="OpenStack Auth endpoint. Defaults to env[OS_AUTH_URL]."
    )
    openstack_group.add_argument(
        '--os-compute-api-version',
        dest='compute_api_version',
        default=os.environ.get('OS_COMPUTE_API_VERSION', '1.1'),
        help="OpenStack Compute API version. Defaults to "
             "env[OS_COMPUTE_API_VERSION] or 1.1."
    )
    # Tenant name or ID can be supplied
    tenant_group = openstack_group.add_mutually_exclusive_group()
    tenant_group.add_argument(
        '--os-tenant-name',
        dest='tenant_name',
        default=os.environ.get('OS_TENANT_NAME'),
        help="OpenStack Auth tenant name. Defaults to env[OS_TENANT_NAME]."
    )
    tenant_group.add_argument(
        '--os-tenant-id',
        dest='tenant_id',
        default=os.environ.get('OS_TENANT_ID'),
        help="OpenStack Auth tenant ID. Defaults to env[OS_TENANT_ID]."
    )

    #
    # Plugins
    #
    parser.add_argument(
        '--system-info',
        help="Mechanism to use on a Nova resource to obtain system "
             "information. E.g. ohai, facts, factor."
    )

    #
    # Output formatting and logging
    #
    parser.add_argument(
        '--format', '-F',
        dest='format',
        default='text',
        help="Format for output (json or text)."
    )
    parser.add_argument(
        "--logconfig",
        help="Optional logging configuration file."
    )
    parser.add_argument(
        "-d", "--debug",
        action="store_true",
        help="turn on additional debugging inspection and "
        "output including full HTTP requests and responses. "
        "Log output includes source file path and line "
        "numbers."
    )
    parser.add_argument(
        "-v", "--verbose",
        action="store_true",
        help="turn up logging to DEBUG (default is INFO)."
    )
    parser.add_argument(
        "-q", "--quiet",
        action="store_true",
        help="turn down logging to WARN (default is INFO)."
    )

    #
    # SSH options
    #
    ssh_group = parser.add_argument_group(
        'ssh-like Settings',
        'To be used to access hosts.'
    )
    # ssh.py actualy handles the defaults. We're documenting it here so that
    # the command-line help string is informative, but the default is set in
    # ssh.py (by calling paramiko's load_system_host_keys).
    ssh_group.add_argument(
        "-i", "--host-key-path",
        type=argparse.FileType('r'),
        help="Selects a file from which the identity (private key) for public "
        "key authentication is read. The default ~/.ssh/id_dsa, "
        "~/.ssh/id_ecdsa and ~/.ssh/id_rsa. Supplying this without the "
        "`--system-info` argument will default `--system-info` to 'ohai-solo'."
    )
    ssh_group.add_argument(
        "-o",
        metavar="ssh_options",
        help="Mirrors the ssh -o option. See ssh_config(5)."
    )

    config = parser.parse_args(argv)
    if config.host_key_path:
        config.host_key = config.host_key_path.read()
    else:
        config.host_key = None

    # argparse lacks a method to say "if this option is set, require these too"
    required_to_access_cloud = [
        config.username,
        config.password,
        config.authurl,
        config.region,
        config.tenant_name or config.tenant_id,
    ]
    if any(required_to_access_cloud) and not all(required_to_access_cloud):
        raise errors.SatoriShellException(
            "To connect to an OpenStack cloud you must supply a username, "
            "password, authentication endpoint, region and tenant. Either "
            "provide all of these settings or none of them."
        )

    username, url = netloc_parser(config.netloc)
    config.netloc = url
    if username:
        config.host_username = username
    else:
        config.host_username = 'root'

    if (config.host_key or config.host_username) and not config.system_info:
        config.system_info = 'ohai-solo'

    return config



[docs]def main(argv=None):
    """Discover an existing configuration for a network location."""
    config = parse_args(argv)
    common_logging.init_logging(config)

    if not (config.format == 'json' or check_format(config.format or "text")):
        sys.exit("Output format file (%s) not found or accessible. Try "
                 "specifying raw JSON format using `--format json`" %
                 get_template_path(config.format))

    try:
        results = discovery.run(config.netloc, config, interactive=True)
        print(format_output(config.netloc, results,
                            template_name=config.format))
    except Exception as exc:  # pylint: disable=W0703
        if config.debug:
            LOG.exception(exc)
        return str(exc)

    sys.exit(0)



[docs]def get_template_path(name):
    """Get template path from name."""
    root_dir = os.path.dirname(__file__)
    return os.path.join(root_dir, "formats", "%s.jinja" % name)



[docs]def check_format(name):
    """Verify that we have the requested format template."""
    template_path = get_template_path(name)
    return os.path.exists(template_path)



[docs]def get_template(name):
    """Get template text from templates directory by name."""
    root_dir = os.path.dirname(__file__)
    template_path = os.path.join(root_dir, "formats", "%s.jinja" % name)
    with open(template_path, 'r') as handle:
        template = handle.read()
    return template



[docs]def format_output(discovered_target, results, template_name="text"):
    """Format results in CLI format."""
    if template_name == 'json':
        return(json.dumps(results, indent=2))
    else:
        template = get_template(template_name)
        return templating.parse(template, target=discovered_target,
                                data=results).strip('\n')



if __name__ == "__main__":
    sys.exit(main())
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  Source code for satori.discovery

#   Licensed under the Apache License, Version 2.0 (the "License"); you may
#   not use this file except in compliance with the License. You may obtain
#   a copy of the License at
#
#        http://www.apache.org/licenses/LICENSE-2.0
#
#   Unless required by applicable law or agreed to in writing, software
#   distributed under the License is distributed on an "AS IS" BASIS, WITHOUT
#   WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied. See the
#   License for the specific language governing permissions and limitations
#   under the License.

"""Discovery Module.

    TODO(zns): testing, refactoring, etc...  just using this to demonstrate
    functionality

Example usage:

    from satori import discovery
    discovery.run(address="foo.com")
"""

from __future__ import print_function

import ipaddress as ipaddress_module
from novaclient.v1_1 import client
from pythonwhois import shared
import six

from satori import dns
from satori import utils


[docs]def run(address, config, interactive=False):
    """Run discovery and return results."""
    results = {}
    if utils.is_valid_ip_address(address):
        ipaddress = address
    else:
        ipaddress = dns.resolve_hostname(address)
        #TODO(sam): Use ipaddress.ip_address.is_global
        #                   "               .is_private
        #                   "               .is_unspecified
        #                   "               .is_multicast
        #       To determine address "type"
        if not ipaddress_module.ip_address(unicode(ipaddress)).is_loopback:
            try:
                results['domain'] = dns.domain_info(address)
            except shared.WhoisException as exc:
                results['domain'] = str(exc)

    results['address'] = ipaddress

    results['host'] = host = {'type': 'Undetermined'}
    if config.username is not None:
        server = find_nova_host(ipaddress, config)
        if server:
            host['type'] = 'Nova instance'
            host['uri'] = [l['href'] for l in server.links
                           if l['rel'] == 'self'][0]
            host['name'] = server.name
            host['id'] = server.id
            host['addresses'] = server.addresses
    if config.system_info:
        module_name = config.system_info.replace("-", "_")
        if '.' not in module_name:
            module_name = 'satori.sysinfo.%s' % module_name
        system_info_module = utils.import_object(module_name)
        result = system_info_module.get_systeminfo(ipaddress, config,
                                                   interactive=interactive)
        host['system_info'] = result
    return results



[docs]def find_nova_host(address, config):
    """See if a nova instance has the supplied address."""
    nova = client.Client(config.username,
                         config.password,
                         config.tenant_id,
                         config.authurl,
                         region_name=config.region,
                         service_type="compute")
    for server in nova.servers.list():
        for network_addresses in six.itervalues(server.addresses):
            for ipaddress in network_addresses:
                if ipaddress['addr'] == address:
                    return server
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  All modules for which code is available


		satori.bash


		satori.common.logging


		satori.common.templating


		satori.discovery


		satori.dns


		satori.errors


		satori.shell


		satori.ssh


		satori.sysinfo.facter


		satori.sysinfo.ohai


		satori.sysinfo.ohai_solo


		satori.utils
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  Source code for satori.errors

#   Licensed under the Apache License, Version 2.0 (the "License"); you may
#   not use this file except in compliance with the License. You may obtain
#   a copy of the License at
#
#        http://www.apache.org/licenses/LICENSE-2.0
#
#   Unless required by applicable law or agreed to in writing, software
#   distributed under the License is distributed on an "AS IS" BASIS, WITHOUT
#   WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied. See the
#   License for the specific language governing permissions and limitations
#   under the License.
#
"""Satori Discovery Errors."""


[docs]class SatoriException(Exception):

    """Parent class for Satori exceptions.

    Accepts a string error message that that accept a str description.
    """



[docs]class SatoriInvalidNetloc(SatoriException):

    """Netloc that cannot be parsed by `urlparse`."""



[docs]class SatoriShellException(SatoriException):

    """Invalid shell parameters."""



[docs]class GetPTYRetryFailure(SatoriException):

    """Tried to re-run command with get_pty to no avail."""



[docs]class DiscoveryException(SatoriException):

    """Discovery exception with custom message."""



[docs]class UnsupportedPlatform(DiscoveryException):

    """Unsupported operating system or distro."""



[docs]class SystemInfoCommandMissing(DiscoveryException):

    """Command that provides system information is missing."""



[docs]class SystemInfoCommandOld(DiscoveryException):

    """Command that provides system information is outdated."""



[docs]class SystemInfoNotJson(DiscoveryException):

    """Command did not produce valid JSON."""



[docs]class SystemInfoMissingJson(DiscoveryException):

    """Command did not produce stdout containing JSON."""



[docs]class SystemInfoCommandInstallFailed(DiscoveryException):

    """Failed to install package that provides system information."""
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  Source code for satori.ssh

#    Licensed under the Apache License, Version 2.0 (the "License"); you may
#    not use this file except in compliance with the License. You may obtain
#    a copy of the License at
#
#         http://www.apache.org/licenses/LICENSE-2.0
#
#    Unless required by applicable law or agreed to in writing, software
#    distributed under the License is distributed on an "AS IS" BASIS, WITHOUT
#    WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied. See the
#    License for the specific language governing permissions and limitations
#    under the License.

"""SSH Module for connecting to and automating remote commands.

Supports proxying, as in `ssh -A`

To control the behavior of the SSH client, use the specific connect_with_*
calls. The .connect() call behaves like the ssh command and attempts a number
of connection methods, including using the curent user's ssh keys.

If interactive is set to true, the module will also prompt for a password if no
other connection methods succeeded.

Note that test_connection() calls connect(). To test a connection and control
the authentication methods used, just call connect_with_* and catch any
exceptions instead of using test_connect().
"""

import ast
import getpass
import logging
import os
import re
import tempfile
import time

import paramiko
import six

from satori import errors

LOG = logging.getLogger(__name__)
MIN_PASSWORD_PROMPT_LEN = 8
MAX_PASSWORD_PROMPT_LEN = 64
TEMPFILE_PREFIX = ".satori.tmp.key."
TTY_REQUIRED = [
    "you must have a tty to run sudo",
    "is not a tty",
    "no tty present",
]


[docs]def make_pkey(private_key):
    """Return a paramiko.pkey.PKey from private key string."""
    key_classes = [paramiko.rsakey.RSAKey,
                   paramiko.dsskey.DSSKey,
                   paramiko.ecdsakey.ECDSAKey, ]

    keyfile = six.StringIO(private_key)
    for cls in key_classes:
        keyfile.seek(0)
        try:
            pkey = cls.from_private_key(keyfile)
        except paramiko.SSHException:
            continue
        else:
            keytype = cls
            LOG.info("Valid SSH Key provided (%s)", keytype.__name__)
            return pkey

    raise paramiko.SSHException("Is not a valid private key")



[docs]def connect(*args, **kwargs):
    """Connect to a remote device over SSH."""
    try:
        return SSH.get_client(*args, **kwargs)
    except TypeError as exc:
        msg = "got an unexpected"
        if msg in str(exc):
            message = "%s " + str(exc)[str(exc).index(msg):]
            raise exc.__class__(message % "connect()")
        raise



[docs]class AcceptMissingHostKey(paramiko.client.MissingHostKeyPolicy):

    """Allow connections to hosts whose fingerprints are not on record."""

    # pylint: disable=R0903
[docs]    def missing_host_key(self, client, hostname, key):
        """Add missing host key."""
        # pylint: disable=W0212
        client._host_keys.add(hostname, key.get_name(), key)




[docs]class SSH(paramiko.SSHClient):  # pylint: disable=R0902

    """Connects to devices via SSH to execute commands."""

    # pylint: disable=R0913
    def __init__(self, host, password=None, username="root",
                 private_key=None, key_filename=None, port=22,
                 timeout=20, proxy=None, options=None, interactive=False):
        """Create an instance of the SSH class.

        :param str host:        The ip address or host name of the server
                                to connect to
        :param str password:    A password to use for authentication
                                or for unlocking a private key
        :param username:        The username to authenticate as
        :param private_key:     Private SSH Key string to use
                                (instead of using a filename)
        :param key_filename:    a private key filename (path)
        :param port:            tcp/ip port to use (defaults to 22)
        :param float timeout:   an optional timeout (in seconds) for the
                                TCP connection
        :param socket proxy:    an existing SSH instance to use
                                for proxying
        :param dict options:    A dictionary used to set ssh options
                                (when proxying).
                                e.g. for `ssh -o StrictHostKeyChecking=no`,
                                you would provide
                                (.., options={'StrictHostKeyChecking': 'no'})
                                Conversion of booleans is also supported,
                                (.., options={'StrictHostKeyChecking': False})
                                is equivalent.
        :keyword interactive:   If true, prompt for password if missing.
        """
        self.password = password
        self.host = host
        self.username = username
        self.private_key = private_key
        self.key_filename = key_filename
        self.port = port
        self.timeout = timeout
        self._platform_info = None
        self.options = options or {}
        self.proxy = proxy
        self.sock = None
        self.interactive = interactive

        if self.proxy:
            if not isinstance(self.proxy, SSH):
                raise TypeError("'proxy' must be a satori.ssh.SSH instance. "
                                "( instances of this type are returned by "
                                "satori.ssh.connect() )")

        super(SSH, self).__init__()

    @classmethod
[docs]    def get_client(cls, *args, **kwargs):
        """Return an ssh client object from this module."""
        return cls(*args, **kwargs)


    @property
[docs]    def platform_info(self):
        """Return distro, version, architecture."""
        if not self._platform_info:
            command = ('python -c '
                       '"""import sys,platform as p;'
                       'plat=list(p.dist()+(p.machine(),));'
                       'sys.stdout.write(str(plat))"""')

            output = self.remote_execute(command)
            stdout = re.split('\n|\r\n', output['stdout'])[-1].strip()
            plat = ast.literal_eval(stdout)
            self._platform_info = {'dist': plat[0].lower(), 'version': plat[1],
                                   'arch': plat[3]}

        LOG.debug("Remote platform info: %s", self._platform_info)
        return self._platform_info


[docs]    def connect_with_host_keys(self):
        """Try connecting with locally available keys (ex. ~/.ssh/id_rsa)."""
        LOG.debug("Trying to connect with local host keys")
        return self._connect(look_for_keys=True, allow_agent=False)


[docs]    def connect_with_password(self):
        """Try connecting with password."""
        LOG.debug("Trying to connect with password")
        if self.interactive and not self.password:
            LOG.debug("Prompting for password (interactive=%s)",
                      self.interactive)
            try:
                self.password = getpass.getpass("Enter password for %s:" %
                                                self.username)
            except KeyboardInterrupt:
                LOG.debug("User cancelled at password prompt")
        if not self.password:
            raise paramiko.PasswordRequiredException("Password not provided")
        return self._connect(
            password=self.password,
            look_for_keys=False,
            allow_agent=False)


[docs]    def connect_with_key_file(self):
        """Try connecting with key file."""
        LOG.debug("Trying to connect with key file")
        if not self.key_filename:
            raise paramiko.AuthenticationException("No key file supplied")
        return self._connect(
            key_filename=os.path.expanduser(self.key_filename),
            look_for_keys=False,
            allow_agent=False)


[docs]    def connect_with_key(self):
        """Try connecting with key string."""
        LOG.debug("Trying to connect with private key string")
        if not self.private_key:
            raise paramiko.AuthenticationException("No key supplied")
        pkey = make_pkey(self.private_key)
        return self._connect(
            pkey=pkey,
            look_for_keys=False,
            allow_agent=False)


    def _connect(self, **kwargs):
        """Set up client and connect to target."""
        self.load_system_host_keys()

        if self.proxy:
            # lazy load
            self.sock = self._get_proxy_socket(self.proxy)

        if self.options.get('StrictHostKeyChecking') in (False, "no"):
            self.set_missing_host_key_policy(AcceptMissingHostKey())

        return super(SSH, self).connect(
            self.host,
            timeout=kwargs.pop('timeout', self.timeout),
            port=kwargs.pop('port', self.port),
            username=kwargs.pop('username', self.username),
            pkey=kwargs.pop('pkey', None),
            sock=kwargs.pop('sock', self.sock),
            **kwargs)

[docs]    def connect(self):  # pylint: disable=W0221
        """Attempt an SSH connection through paramiko.SSHClient.connect.

        The order for authentication attempts is:
        - private_key
        - key_filename
        - any key discoverable in ~/.ssh/
        - username/password (will prompt if the password is not supplied and
                             interactive is true)
        """
        if self.private_key:
            try:
                return self.connect_with_key()
            except paramiko.SSHException:
                pass  # try next method

        if self.key_filename:
            try:
                return self.connect_with_key_file()
            except paramiko.SSHException:
                pass  # try next method

        try:
            return self.connect_with_host_keys()
        except paramiko.SSHException:
            pass  # try next method

        try:
            return self.connect_with_password()
        except paramiko.BadHostKeyException as exc:
            msg = (
                "ssh://%s@%s:%d failed:  %s. You might have a bad key "
                "entry on your server, but this is a security issue and "
                "won't be handled automatically. To fix this you can remove "
                "the host entry for this host from the /.ssh/known_hosts file")
            LOG.info(msg, self.username, self.host, self.port, exc)
            raise exc
        except Exception as exc:
            LOG.info('ssh://%s@%s:%d failed.  %s',
                     self.username, self.host, self.port, exc)
            raise exc


[docs]    def test_connection(self):
        """Connect to an ssh server and verify that it responds.

        The order for authentication attempts is:
        (1) private_key
        (2) key_filename
        (3) any key discoverable in ~/.ssh/
        (4) username/password
        """
        LOG.debug("Checking for a response from ssh://%s@%s:%d.",
                  self.username, self.host, self.port)
        try:
            self.connect()
            LOG.debug("ssh://%s@%s:%d is up.",
                      self.username, self.host, self.port)
            return True
        except Exception as exc:
            LOG.info("ssh://%s@%s:%d failed.  %s",
                     self.username, self.host, self.port, exc)
            return False
        finally:
            self.close()


    def _handle_tty_required(self, results, get_pty):
        """Determine whether the result implies a tty request."""
        if any(m in str(k) for m in TTY_REQUIRED for k in results.values()):
            LOG.info('%s requires TTY for sudo. Using TTY mode.',
                     self.host)
            if get_pty is True:  # if this is *already* True
                raise errors.GetPTYRetryFailure(
                    "Running command with get_pty=True FAILED: %s@%s:%d"
                    % (self.username, self.host, self.port))
            else:
                return True
        return False

    def _handle_password_prompt(self, stdin, stdout):
        """Determine whether the remote host is prompting for a password.

        Respond to the prompt through stdin if applicable.
        """
        if not stdout.channel.closed:
            buflen = len(stdout.channel.in_buffer)
            # min and max determined from max username length
            # and a set of encountered linux password prompts
            if MIN_PASSWORD_PROMPT_LEN < buflen < MAX_PASSWORD_PROMPT_LEN:
                prompt = stdout.channel.recv(buflen)
                if all(m in prompt.lower()
                        for m in ['password', ':']):
                    LOG.warning("%s@%s encountered prompt! of length "
                                " [%s] {%s}",
                                self.username, self.host, buflen, prompt)
                    stdin.write("%s\n" % self.password)
                    stdin.flush()
                    return True
                else:
                    LOG.warning("Nearly a False-Positive on "
                                "password prompt detection. [%s] {%s}",
                                buflen, prompt)
                    stdout.channel.send(prompt)

        return False

[docs]    def remote_execute(self, command, with_exit_code=False,
                       get_pty=False, wd=None):
        """Execute an ssh command on a remote host.

        Tries cert auth first and falls back
        to password auth if password provided.

        :param command:         Shell command to be executed by this function.
        :param with_exit_code:  Include the exit_code in the return body.
        :param wd:              The child's current directory will be changed
                                to `wd` before it is executed. Note that this
                                directory is not considered when searching the
                                executable, so you can't specify the program's
                                path relative to this argument
        :param get_pty:         Request a pseudo-terminal from the server.

        :returns: a dict with stdin, stdout,
                  and (optionally) the exit code of the call.
        """
        if wd:
            prefix = "cd %s && " % wd
            command = prefix + command

        LOG.debug("Executing '%s' on ssh://%s@%s:%s.",
                  command, self.username, self.host, self.port)
        try:
            self.connect()

            results = None
            chan = self.get_transport().open_session()
            if get_pty:
                chan.get_pty()
            stdin = chan.makefile('wb')
            stdout = chan.makefile('rb')
            stderr = chan.makefile_stderr('rb')
            chan.exec_command(command)
            LOG.debug('ssh://%s@%s:%d responded.', self.username, self.host,
                      self.port)

            time.sleep(.25)
            self._handle_password_prompt(stdin, stdout)

            results = {
                'stdout': stdout.read().strip(),
                'stderr': stderr.read()
            }

            LOG.debug("STDOUT from ssh://%s@%s:%d: %s",
                      self.username, self.host, self.port,
                      results['stdout'])
            LOG.debug("STDERR from ssh://%s@%s:%d: %s",
                      self.username, self.host, self.port,
                      results['stderr'])
            exit_code = chan.recv_exit_status()

            if with_exit_code:
                results.update({'exit_code': exit_code})
            chan.close()

            if self._handle_tty_required(results, get_pty):
                return self.remote_execute(
                    command, with_exit_code=with_exit_code, get_pty=True)

            return results

        except Exception as exc:
            LOG.info("ssh://%s@%s:%d failed.  %s", self.username, self.host,
                     self.port, exc)
            raise
        finally:
            self.close()


    def _get_proxy_socket(self, proxy):
        """Return a wrapped subprocess running ProxyCommand-driven programs.

        Create a new CommandProxy instance.
        Can be created from an existing SSH instance.
        For proxy clients, please specify a private key filename.

        To use an ssh proxy, you must use an SSH Key,
        since a ProxyCommand cannot be passed a password.
        """
        if proxy.password:
            LOG.warning("Proxying through a client which is authorized by "
                        "a password is not currently implemented. Please "
                        "use an ssh key.")

        proxy.load_system_host_keys()
        if proxy.options.get('StrictHostKeyChecking') in (False, "no"):
            proxy.set_missing_host_key_policy(AcceptMissingHostKey())

        if proxy.private_key and not proxy.key_filename:
            tempkeyfile = tempfile.NamedTemporaryFile(
                mode='w+', prefix=TEMPFILE_PREFIX,
                dir=os.path.expanduser('~/'), delete=True)
            tempkeyfile.write(proxy.private_key)
            proxy.key_filename = tempkeyfile.name

        pxd = {
            'bastion': proxy.host,
            'user': proxy.username,
            'port': '-p %s' % proxy.port,
            'options': ('-o ConnectTimeout=%s ' % proxy.timeout),
            'target_host': self.host,
            'target_port': self.port,
        }
        proxycommand = "ssh {options} -A {user}@{bastion} "

        if proxy.key_filename:
            proxy.key_filename = os.path.expanduser(proxy.key_filename)
            proxy.key_filename = os.path.abspath(proxy.key_filename)
            pxd.update({'identity': '-i %s' % proxy.key_filename})
            proxycommand += "{identity} "

        if proxy.options:
            for key, val in sorted(proxy.options.items()):
                if isinstance(val, bool):
                    # turns booleans into `ssh -o` compat "yes" or "no"
                    if val is True:
                        val = "yes"
                    if val is False:
                        val = "no"
                pxd['options'] += '-o %s=%s ' % (key, val)

        proxycommand += "nc {target_host} {target_port}"
        return paramiko.ProxyCommand(proxycommand.format(**pxd))

# Share SSH.__init__'s docstring

connect.__doc__ = SSH.__init__.__doc__
try:
    SSH.__dict__['get_client'].__doc__ = SSH.__dict__['__init__'].__doc__
except AttributeError:
    SSH.get_client.__func__.__doc__ = SSH.__init__.__doc__
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#   Copyright 2012-2013 OpenStack Foundation
#
#   Licensed under the Apache License, Version 2.0 (the "License"); you may
#   not use this file except in compliance with the License. You may obtain
#   a copy of the License at
#
#        http://www.apache.org/licenses/LICENSE-2.0
#
#   Unless required by applicable law or agreed to in writing, software
#   distributed under the License is distributed on an "AS IS" BASIS, WITHOUT
#   WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied. See the
#   License for the specific language governing permissions and limitations
#   under the License.
#

"""Shell classes for executing commands on a system.

Execute commands over ssh or using python subprocess module.
"""

import logging
import platform
import shlex
import subprocess

from satori import ssh

LOG = logging.getLogger(__name__)


[docs]class ShellMixin(object):

    """Handle platform detection and define execute command."""

[docs]    def execute(self, command, wd=None, with_exit_code=None):
        """Execute a (shell) command on the target.

        :param command:         Shell command to be executed
        :param with_exit_code:  Include the exit_code in the return body.
        :param wd:              The child's current directory will be changed
                                to `wd` before it is executed. Note that this
                                directory is not considered when searching the
                                executable, so you can't specify the program's
                                path relative to this argument
        """
        pass


    @property
[docs]    def platform_info(self):
        """Provide distro, version, architecture."""
        pass


[docs]    def is_debian(self):
        """Return a boolean indicating whether the system is debian based.

        Uses the platform_info property.
        """
        return self.platform_info['dist'].lower() in ['debian', 'ubuntu']


[docs]    def is_fedora(self):
        """Return a boolean indicating whether the system in fedora based.

        Uses the platform info property.
        """
        return (self.platform_info['dist'].lower() in
                ['redhat', 'centos', 'fedora', 'el'])




[docs]class LocalShell(ShellMixin):

    """Execute shell commands on local machine."""

    def __init__(self, user=None, password=None, interactive=False):
        """An interface for executing shell commands locally.

        :param user:        The user to execute the command as.
                            Defaults to the current user.
        :param password:    The password for `user`
        :param interactive: If true, prompt for password if missing.

        """
        self.user = user
        self.password = password
        self.interactive = interactive
        # TODO(samstav): Implement handle_password_prompt for popen

    @property
[docs]    def platform_info(self):
        """Return distro, version, and system architecture."""
        return list(platform.dist() + (platform.machine(),))


[docs]    def execute(self, command, wd=None, with_exit_code=None):
        """Execute a command (containing no shell operators) locally."""
        spipe = subprocess.PIPE

        cmd = shlex.split(command)
        LOG.debug("Executing `%s` on local machine", command)
        result = subprocess.Popen(
            cmd, stdout=spipe, stderr=spipe, cwd=wd)
        out, err = result.communicate()
        resultdict = {
            'stdout': out.strip(),
            'stderr': err.strip(),
            }
        if with_exit_code:
            resultdict.update({'exit_code': result.returncode})
        return resultdict




[docs]class RemoteShell(ShellMixin):

    """Execute shell commands on a remote machine over ssh."""

    def __init__(self, address, **kwargs):
        """An interface for executing shell commands on remote machines.

        :param str host:        The ip address or host name of the server
                                to connect to
        :param str password:    A password to use for authentication
                                or for unlocking a private key
        :param username:        The username to authenticate as
        :param private_key:     Private SSH Key string to use
                                (instead of using a filename)
        :param key_filename:    a private key filename (path)
        :param port:            tcp/ip port to use (defaults to 22)
        :param float timeout:   an optional timeout (in seconds) for the
                                TCP connection
        :param socket proxy:    an existing SSH instance to use
                                for proxying
        :param dict options:    A dictionary used to set ssh options
                                (when proxying).
                                e.g. for `ssh -o StrictHostKeyChecking=no`,
                                you would provide
                                (.., options={'StrictHostKeyChecking': 'no'})
                                Conversion of booleans is also supported,
                                (.., options={'StrictHostKeyChecking': False})
                                is equivalent.
        :keyword interactive:   If true, prompt for password if missing.
        """
        self.sshclient = ssh.connect(address, **kwargs)
        self.host = self.sshclient.host
        self.port = self.sshclient.port

    @property
[docs]    def platform_info(self):
        """Return distro, version, architecture."""
        return self.sshclient.platform_info


[docs]    def execute(self, command, wd=None, with_exit_code=None):
        """Execute given command over ssh."""
        return self.sshclient.remote_execute(
            command, wd=wd, with_exit_code=with_exit_code)
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#   Licensed under the Apache License, Version 2.0 (the "License"); you may
#   not use this file except in compliance with the License. You may obtain
#   a copy of the License at
#
#        http://www.apache.org/licenses/LICENSE-2.0
#
#   Unless required by applicable law or agreed to in writing, software
#   distributed under the License is distributed on an "AS IS" BASIS, WITHOUT
#   WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied. See the
#   License for the specific language governing permissions and limitations
#   under the License.
#
"""General utilities.

- Class and module import/export
- Time utilities (we standardize on UTC)
"""

import datetime
import logging
import socket
import sys
import time

import iso8601

LOG = logging.getLogger(__name__)
STRING_FORMAT = "%Y-%m-%d %H:%M:%S +0000"


[docs]def import_class(import_str):
    """Return a class from a string including module and class."""
    mod_str, _, class_str = import_str.rpartition('.')
    try:
        __import__(mod_str)
        return getattr(sys.modules[mod_str], class_str)
    except (ImportError, ValueError, AttributeError) as exc:
        LOG.debug('Inner Exception: %s', exc)
        raise



[docs]def import_object(import_str, *args, **kw):
    """Return an object including a module or module and class."""
    try:
        __import__(import_str)
        return sys.modules[import_str]
    except ImportError:
        cls = import_class(import_str)
        return cls(*args, **kw)



[docs]def get_time_string(time_obj=None):
    """The canonical time string format (in UTC).

    :param time_obj: an optional datetime.datetime or timestruct (defaults to
                     gm_time)

    Note: Changing this function will change all times that this project uses
    in the returned data.
    """
    if isinstance(time_obj, datetime.datetime):
        if time_obj.tzinfo:
            offset = time_obj.tzinfo.utcoffset(time_obj)
            utc_dt = time_obj + offset
            return datetime.datetime.strftime(utc_dt, STRING_FORMAT)
        return datetime.datetime.strftime(time_obj, STRING_FORMAT)
    elif isinstance(time_obj, time.struct_time):
        return time.strftime(STRING_FORMAT, time_obj)
    elif time_obj is not None:
        raise TypeError("get_time_string takes only a time_struct, none, or a "
                        "datetime. It was given a %s" % type(time_obj))
    return time.strftime(STRING_FORMAT, time.gmtime())



[docs]def parse_time_string(time_string):
    """Return naive datetime object from string in standard time format."""
    parsed = time_string.replace(" +", "+").replace(" -", "-")
    dt_with_tz = iso8601.parse_date(parsed)
    offset = dt_with_tz.tzinfo.utcoffset(dt_with_tz)
    result = dt_with_tz + offset
    return result.replace(tzinfo=None)



[docs]def is_valid_ipv4_address(address):
    """Check if the address supplied is a valid IPv4 address."""
    try:
        socket.inet_pton(socket.AF_INET, address)
    except AttributeError:  # no inet_pton here, sorry
        try:
            socket.inet_aton(address)
        except socket.error:
            return False
        return address.count('.') == 3
    except socket.error:  # not a valid address
        return False
    return True



[docs]def is_valid_ipv6_address(address):
    """Check if the address supplied is a valid IPv6 address."""
    try:
        socket.inet_pton(socket.AF_INET6, address)
    except socket.error:  # not a valid address
        return False
    return True



[docs]def is_valid_ip_address(address):
    """Check if the address supplied is a valid IP address."""
    return is_valid_ipv4_address(address) or is_valid_ipv6_address(address)



[docs]def get_local_ips():
    """Return local ipaddress(es)."""
    # pylint: disable=W0703
    list1 = []
    list2 = []
    defaults = ["127.0.0.1", r"fe80::1%lo0"]

    hostname = None
    try:
        hostname = socket.gethostname()
    except Exception as exc:
        LOG.debug("Error in gethostbyname_ex: %s", exc)

    try:
        _, _, addresses = socket.gethostbyname_ex(hostname)
        list1 = [ip for ip in addresses]
    except Exception as exc:
        LOG.debug("Error in gethostbyname_ex: %s", exc)

    try:
        list2 = [info[4][0] for info in socket.getaddrinfo(hostname, None)]
    except Exception as exc:
        LOG.debug("Error in getaddrinfo: %s", exc)

    return list(set(list1 + list2 + defaults))
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#   Licensed under the Apache License, Version 2.0 (the "License"); you may
#   not use this file except in compliance with the License. You may obtain
#   a copy of the License at
#
#        http://www.apache.org/licenses/LICENSE-2.0
#
#   Unless required by applicable law or agreed to in writing, software
#   distributed under the License is distributed on an "AS IS" BASIS, WITHOUT
#   WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied. See the
#   License for the specific language governing permissions and limitations
#   under the License.
#
"""Satori DNS Discovery."""

import datetime
import logging
import socket

import pythonwhois
from six.moves.urllib import parse as urlparse
import tldextract

from satori import errors
from satori import utils


LOG = logging.getLogger(__name__)


[docs]def resolve_hostname(host):
    """Get IP address of hostname or URL."""
    try:
        if not host:
            raise AttributeError("Host must be supplied.")
        parsed = urlparse.urlparse(host)
    except AttributeError as err:
        error = "Hostname `%s` is unparseable. Error: %s" % (host, err)
        LOG.exception(error)
        raise errors.SatoriInvalidNetloc(error)

    # Domain names are in netloc, IP addresses fall into path
    hostname = parsed.netloc or parsed.path

    # socket.gaierror is not trapped here
    address = socket.gethostbyname(hostname)
    return address



[docs]def get_registered_domain(hostname):
    """Get the root DNS domain of an FQDN."""
    return tldextract.extract(hostname).registered_domain



[docs]def domain_info(domain):
    """Get as much information as possible for a given domain name."""
    domain = get_registered_domain(domain)
    result = pythonwhois.get_whois(domain)
    registrar = []
    if 'registrar' in result and len(result['registrar']) > 0:
        registrar = result['registrar'][0]
    nameservers = result.get('nameservers', [])
    days_until_expires = None
    expires = None
    if 'expiration_date' in result:
        if (isinstance(result['expiration_date'], list)
                and len(result['expiration_date']) > 0):
            expires = result['expiration_date'][0]
            if isinstance(expires, datetime.datetime):
                days_until_expires = (expires - datetime.datetime.now()).days
                expires = utils.get_time_string(time_obj=expires)
            else:
                days_until_expires = (utils.parse_time_string(expires) -
                                      datetime.datetime.now()).days
    return {
        'name': domain,
        'whois': result['raw'],
        'registrar': registrar,
        'nameservers': nameservers,
        'days_until_expires': days_until_expires,
        'expiration_date': expires,
    }
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"""."""


[docs]def get_systeminfo(resource, config, interactive=False):
    """."""
    return {'facter': 'is better'}
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"""."""


[docs]def get_systeminfo(resource, config, interactive=False):
    """."""
    return {'ohai': 'there!'}
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  Source code for satori.sysinfo.ohai_solo

#   Licensed under the Apache License, Version 2.0 (the "License"); you may
#   not use this file except in compliance with the License. You may obtain
#   a copy of the License at
#
#        http://www.apache.org/licenses/LICENSE-2.0
#
#   Unless required by applicable law or agreed to in writing, software
#   distributed under the License is distributed on an "AS IS" BASIS, WITHOUT
#   WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied. See the
#   License for the specific language governing permissions and limitations
#   under the License.
#
# pylint: disable=W0622
"""Ohai Solo Data Plane Discovery Module."""

import json
import logging

import ipaddress as ipaddress_module
import six

from satori import bash
from satori import errors
from satori import utils

LOG = logging.getLogger(__name__)
if six.PY3:
    def unicode(text, errors=None):  # noqa
        """A hacky Python 3 version of unicode() function."""
        return str(text)


[docs]def get_systeminfo(ipaddress, config, interactive=False):
    """Run data plane discovery using this module against a host.

    :param ipaddress: address to the host to discover.
    :param config: arguments and configuration suppplied to satori.
    :keyword interactive: whether to prompt the user for information.
    """
    if (ipaddress in utils.get_local_ips() or
            ipaddress_module.ip_address(unicode(ipaddress)).is_loopback):

        client = bash.LocalShell()
        client.host = "localhost"
        client.port = 0

    else:
        client = bash.RemoteShell(ipaddress, username=config.host_username,
                                  private_key=config.host_key,
                                  interactive=interactive)

    install_remote(client)
    return system_info(client)



[docs]def system_info(client):
    """Run ohai-solo on a remote system and gather the output.

    :param client: :class:`ssh.SSH` instance
    :returns: dict -- system information from ohai-solo
    :raises: SystemInfoCommandMissing, SystemInfoCommandOld, SystemInfoNotJson
             SystemInfoMissingJson

        SystemInfoCommandMissing if `ohai` is not installed.
        SystemInfoCommandOld if `ohai` is not the latest.
        SystemInfoNotJson if `ohai` does not return valid JSON.
        SystemInfoMissingJson if `ohai` does not return any JSON.
    """
    output = client.execute("sudo -i ohai-solo")
    not_found_msgs = ["command not found", "Could not find ohai"]
    if any(m in k for m in not_found_msgs
           for k in list(output.values()) if isinstance(k, six.string_types)):
        LOG.warning("SystemInfoCommandMissing on host: [%s]", client.host)
        raise errors.SystemInfoCommandMissing("ohai-solo missing on %s",
                                              client.host)
    unicode_output = unicode(output['stdout'], errors='replace')
    try:
        results = json.loads(unicode_output)
    except ValueError as exc:
        try:
            clean_output = get_json(unicode_output)
            results = json.loads(clean_output)
        except ValueError as exc:
            raise errors.SystemInfoNotJson(exc)
    return results



[docs]def is_debian(platform):
    """Return true if the platform is a debian-based distro."""
    return platform['dist'].lower() in ['debian', 'ubuntu']



[docs]def is_fedora(platform):
    """Return true if the platform is a fedora-based distro."""
    return platform['dist'].lower() in ['redhat', 'centos', 'fedora', 'el']



[docs]def install_remote(client):
    """Install ohai-solo on remote system."""
    LOG.info("Installing (or updating) ohai-solo on device %s at %s:%d",
             client.host, client.host, client.port)
    # Download to host
    command = "sudo wget -N http://ohai.rax.io/install.sh"
    client.execute(command, wd='/tmp')

    # Run install
    command = "sudo bash install.sh"
    output = client.execute(command, wd='/tmp', with_exit_code=True)

    # Be a good citizen and clean up your tmp data
    command = "sudo rm install.sh"
    client.execute(command, wd='/tmp')

    # Process install command output
    if output['exit_code'] != 0:
        raise errors.SystemInfoCommandInstallFailed(output['stderr'][:256])
    else:
        return output



[docs]def remove_remote(client):
    """Remove ohai-solo from specifc remote system.

    Currently supports:
        - ubuntu [10.x, 12.x]
        - debian [6.x, 7.x]
        - redhat [5.x, 6.x]
        - centos [5.x, 6.x]
    """
    platform_info = client.platform_info
    if is_debian(platform_info):
        remove = "sudo dpkg --purge ohai-solo"
    elif is_fedora(platform_info):
        remove = "sudo yum -y erase ohai-solo"
    else:
        raise errors.UnsupportedPlatform("Unknown distro: %s" %
                                         platform_info['dist'])
    command = "%s" % remove
    output = client.execute(command, wd='/tmp')
    return output



[docs]def get_json(data):
    """Find the JSON string in data and return a string.

    :param data: :string:
    :returns: string -- JSON string striped of non-JSON data
    :raises: SystemInfoMissingJson

        SystemInfoMissingJson if `ohai` does not return any JSON.
    """
    try:
        first = data.index('{')
        last = data.rindex('}')
        return data[first:last + 1]
    except ValueError as exc:
        context = {"ValueError": "%s" % exc}
        raise errors.SystemInfoMissingJson(context)
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satori


OpenStack Configuration Discovery



SYNOPSIS


satori





DESCRIPTION


satori provides configuration discovery.





OPTIONS


satori has no options yet





AUTHORS


Please refer to the AUTHORS file distributed with Satori.





COPYRIGHT


Copyright 2011-2013 OpenStack Foundation and the authors listed in the AUTHORS file.





LICENSE


http://www.apache.org/licenses/LICENSE-2.0





SEE ALSO


The Satori page [https://wiki.openstack.org/wiki/Satori]
in the OpenStack Wiki [https://wiki.openstack.org/] contains further
documentation.
s
The individual OpenStack project CLIs, the OpenStack API references.
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Source Code Index



Satori




		The satori.dns Module


		The satori.shell Module


		The satori Module


		The satori.ssh Module


		The satori.discovery Module


		The satori.utils Module


		The satori.bash Module
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#   Licensed under the Apache License, Version 2.0 (the "License"); you may
#   not use this file except in compliance with the License. You may obtain
#   a copy of the License at
#
#        http://www.apache.org/licenses/LICENSE-2.0
#
#   Unless required by applicable law or agreed to in writing, software
#   distributed under the License is distributed on an "AS IS" BASIS, WITHOUT
#   WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied. See the
#   License for the specific language governing permissions and limitations
#   under the License.
#
"""Logging Module.

This module handles logging to the standard python logging subsystem and to the
console.
"""

from __future__ import absolute_import

import logging
import os
import sys

LOG = logging.getLogger(__name__)


[docs]class DebugFormatter(logging.Formatter):

    """Log formatter.

    Outputs any 'data' values passed in the 'extra' parameter if provided.

    **Example**:

    .. code-block:: python

        LOG.debug("My message", extra={'data': locals()})
    """

[docs]    def format(self, record):
        """Print out any 'extra' data provided in logs."""
        if hasattr(record, 'data'):
            return "%s. DEBUG DATA=%s" % (logging.Formatter.format(self,
                                          record), record.__dict__['data'])
        return logging.Formatter.format(self, record)




[docs]def init_logging(config, default_config=None):
    """Configure logging based on log config file.

    Turn on console logging if no logging files found

    :param config: object with configuration namespace (ex. argparse parser)
    :keyword default_config: path to a python logging configuration file
    """
    if config.logconfig and os.path.isfile(config.logconfig):
        logging.config.fileConfig(config.logconfig,
                                  disable_existing_loggers=False)
    elif default_config and os.path.isfile(default_config):
        logging.config.fileConfig(default_config,
                                  disable_existing_loggers=False)
    else:
        init_console_logging(config)



[docs]def find_console_handler(logger):
    """Return a stream handler, if it exists."""
    for handler in logger.handlers:
        if (isinstance(handler, logging.StreamHandler) and
                handler.stream == sys.stderr):
            return handler



[docs]def log_level(config):
    """Get debug settings from configuration.

    --debug: turn on additional debug code/inspection (implies
             logging.DEBUG)
    --verbose: turn up logging output (logging.DEBUG)
    --quiet: turn down logging output (logging.WARNING)
    default is logging.INFO

    :param config: object with configuration namespace (ex. argparse parser)
    """
    if config.debug is True:
        return logging.DEBUG
    elif config.verbose is True:
        return logging.DEBUG
    elif config.quiet is True:
        return logging.WARNING
    else:
        return logging.INFO



[docs]def get_debug_formatter(config):
    """Get debug formatter based on configuration.

    :param config: configuration namespace (ex. argparser)

    --debug: log line numbers and file data also
    --verbose: standard debug
    --quiet: turn down logging output (logging.WARNING)
    default is logging.INFO

    :param config: object with configuration namespace (ex. argparse parser)
    """
    if config.debug is True:
        return DebugFormatter('%(pathname)s:%(lineno)d: %(levelname)-8s '
                              '%(message)s')
    elif config.verbose is True:
        return logging.Formatter(
            '%(name)-30s: %(levelname)-8s %(message)s')
    elif config.quiet is True:
        return logging.Formatter('%(message)s')
    else:
        return logging.Formatter('%(message)s')



[docs]def init_console_logging(config):
    """Enable logging to the console.

    :param config: object with configuration namespace (ex. argparse parser)
    """
    # define a Handler which writes messages to the sys.stderr
    console = find_console_handler(logging.getLogger())
    if not console:
        console = logging.StreamHandler()
    logging_level = log_level(config)
    console.setLevel(logging_level)

    # set a format which is simpler for console use
    formatter = get_debug_formatter(config)
    # tell the handler to use this format
    console.setFormatter(formatter)
    # add the handler to the root logger
    logging.getLogger().addHandler(console)
    logging.getLogger().setLevel(logging_level)
    global LOG  # pylint: disable=W0603
    LOG = logging.getLogger(__name__)  # reset
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#   Licensed under the Apache License, Version 2.0 (the "License"); you may
#   not use this file except in compliance with the License. You may obtain
#   a copy of the License at
#
#        http://www.apache.org/licenses/LICENSE-2.0
#
#   Unless required by applicable law or agreed to in writing, software
#   distributed under the License is distributed on an "AS IS" BASIS, WITHOUT
#   WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied. See the
#   License for the specific language governing permissions and limitations
#   under the License.

"""Templating module."""

from __future__ import absolute_import

import json
import logging

import jinja2
from jinja2 import sandbox
import six

CODE_CACHE = {}
LOG = logging.getLogger(__name__)

if six.PY3:
    StandardError = Exception


[docs]class TemplateException(Exception):

    """Error applying template."""



[docs]class CompilerCache(jinja2.BytecodeCache):

    """Cache for compiled template code.

    This is leveraged when satori is used from within a long-running process,
    like a server. It does not speed things up for command-line use.
    """

[docs]    def load_bytecode(self, bucket):
        """Load compiled code from cache."""
        if bucket.key in CODE_CACHE:
            bucket.bytecode_from_string(CODE_CACHE[bucket.key])


[docs]    def dump_bytecode(self, bucket):
        """Write compiled code into cache."""
        CODE_CACHE[bucket.key] = bucket.bytecode_to_string()




[docs]def do_prepend(value, param='/'):
    """Prepend a string if the passed in string exists.

    Example:
    The template '{{ root|prepend('/')}}/path';
    Called with root undefined renders:
        /path
    Called with root defined as 'root' renders:
        /root/path
    """
    if value:
        return '%s%s' % (param, value)
    else:
        return ''



[docs]def preserve_linefeeds(value):
    """Escape linefeeds.

    To make templates work with both YAML and JSON, escape linefeeds instead of
    allowing Jinja to render them.
    """
    return value.replace("\n", "\\n").replace("\r", "")



[docs]def get_jinja_environment(template, extra_globals=None):
    """Return a sandboxed jinja environment."""
    template_map = {'template': template}
    env = sandbox.ImmutableSandboxedEnvironment(
        loader=jinja2.DictLoader(template_map),
        bytecode_cache=CompilerCache())
    env.filters['prepend'] = do_prepend
    env.filters['preserve'] = preserve_linefeeds
    env.globals['json'] = json
    if extra_globals:
        env.globals.update(extra_globals)
    return env



[docs]def parse(template, extra_globals=None, **kwargs):
    """Parse template.

    :param template: the template contents as a string
    :param extra_globals: additional globals to include
    :param kwargs: extra arguments are passed to the renderer
    """
    env = get_jinja_environment(template, extra_globals=extra_globals)

    minimum_kwargs = {
        'data': {},
    }
    minimum_kwargs.update(kwargs)

    try:
        template = env.get_template('template')
    except jinja2.TemplateSyntaxError as exc:
        LOG.error(exc, exc_info=True)
        error_message = "Template had a syntax error: %s" % exc
        raise TemplateException(error_message)

    try:
        result = template.render(**minimum_kwargs)
        #TODO(zns): exceptions in Jinja template sometimes missing traceback
    except jinja2.TemplateError as exc:
        LOG.error(exc, exc_info=True)
        error_message = "Template had an error: %s" % exc
        raise TemplateException(error_message)
    except StandardError as exc:
        LOG.error(exc, exc_info=True)
        error_message = "Template rendering failed: %s" % exc
        raise TemplateException(error_message)
    return result
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The satori.sysinfo.ohai Module


.



		
satori.sysinfo.ohai.get_systeminfo(resource, config, interactive=False)[source]


		.
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The satori.dns Module


Satori DNS Discovery.



		
satori.dns.domain_info(domain)[source]


		Get as much information as possible for a given domain name.









		
satori.dns.get_registered_domain(hostname)[source]


		Get the root DNS domain of an FQDN.









		
satori.dns.resolve_hostname(host)[source]


		Get IP address of hostname or URL.
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The satori.sysinfo.facter Module


.



		
satori.sysinfo.facter.get_systeminfo(resource, config, interactive=False)[source]


		.
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The satori.common.templating Module


Templating module.



		
class satori.common.templating.CompilerCache[source]


		Bases: jinja2.bccache.BytecodeCache


Cache for compiled template code.


This is leveraged when satori is used from within a long-running process,
like a server. It does not speed things up for command-line use.



		
dump_bytecode(bucket)[source]


		Write compiled code into cache.









		
load_bytecode(bucket)[source]


		Load compiled code from cache.















		
exception satori.common.templating.TemplateException[source]


		Bases: exceptions.Exception


Error applying template.









		
satori.common.templating.do_prepend(value, param='/')[source]


		Prepend a string if the passed in string exists.


Example:
The template ‘{{ root|prepend(‘/’)}}/path’;
Called with root undefined renders:



/path




		Called with root defined as ‘root’ renders:


		/root/path












		
satori.common.templating.get_jinja_environment(template, extra_globals=None)[source]


		Return a sandboxed jinja environment.









		
satori.common.templating.parse(template, extra_globals=None, **kwargs)[source]


		Parse template.






		Parameters:		
		template – the template contents as a string


		extra_globals – additional globals to include


		kwargs – extra arguments are passed to the renderer




















		
satori.common.templating.preserve_linefeeds(value)[source]


		Escape linefeeds.


To make templates work with both YAML and JSON, escape linefeeds instead of
allowing Jinja to render them.
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The satori.common Module


Module to hold all shared code used inside Satori.
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The satori.bash Module


Shell classes for executing commands on a system.


Execute commands over ssh or using python subprocess module.



		
class satori.bash.LocalShell(user=None, password=None, interactive=False)[source]


		Bases: satori.bash.ShellMixin


Execute shell commands on local machine.



		
execute(command, wd=None, with_exit_code=None)[source]


		Execute a command (containing no shell operators) locally.









		
platform_info[source]


		Return distro, version, and system architecture.















		
class satori.bash.RemoteShell(address, **kwargs)[source]


		Bases: satori.bash.ShellMixin


Execute shell commands on a remote machine over ssh.



		
execute(command, wd=None, with_exit_code=None)[source]


		Execute given command over ssh.









		
platform_info[source]


		Return distro, version, architecture.















		
class satori.bash.ShellMixin[source]


		Bases: object


Handle platform detection and define execute command.



		
execute(command, wd=None, with_exit_code=None)[source]


		Execute a (shell) command on the target.






		Parameters:		
		command – Shell command to be executed


		with_exit_code – Include the exit_code in the return body.


		wd – The child’s current directory will be changed
to wd before it is executed. Note that this
directory is not considered when searching the
executable, so you can’t specify the program’s
path relative to this argument




















		
is_debian()[source]


		Return a boolean indicating whether the system is debian based.


Uses the platform_info property.









		
is_fedora()[source]


		Return a boolean indicating whether the system in fedora based.


Uses the platform info property.









		
platform_info[source]


		Provide distro, version, architecture.
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The satori Module


Satori main module.
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The satori.ssh Module


SSH Module for connecting to and automating remote commands.


Supports proxying, as in ssh -A


To control the behavior of the SSH client, use the specific connect_with_*
calls. The .connect() call behaves like the ssh command and attempts a number
of connection methods, including using the curent user’s ssh keys.


If interactive is set to true, the module will also prompt for a password if no
other connection methods succeeded.


Note that test_connection() calls connect(). To test a connection and control
the authentication methods used, just call connect_with_* and catch any
exceptions instead of using test_connect().



		
class satori.ssh.AcceptMissingHostKey[source]


		Bases: paramiko.client.MissingHostKeyPolicy


Allow connections to hosts whose fingerprints are not on record.



		
missing_host_key(client, hostname, key)[source]


		Add missing host key.















		
class satori.ssh.SSH(host, password=None, username='root', private_key=None, key_filename=None, port=22, timeout=20, proxy=None, options=None, interactive=False)[source]


		Bases: paramiko.client.SSHClient


Connects to devices via SSH to execute commands.



		
connect()[source]


		Attempt an SSH connection through paramiko.SSHClient.connect.


The order for authentication attempts is:
- private_key
- key_filename
- any key discoverable in ~/.ssh/
- username/password (will prompt if the password is not supplied and



interactive is true)










		
connect_with_host_keys()[source]


		Try connecting with locally available keys (ex. ~/.ssh/id_rsa).









		
connect_with_key()[source]


		Try connecting with key string.









		
connect_with_key_file()[source]


		Try connecting with key file.









		
connect_with_password()[source]


		Try connecting with password.









		
classmethod get_client(*args, **kwargs)[source]


		Create an instance of the SSH class.






		Parameters:		
		host (str) – The ip address or host name of the server
to connect to


		password (str) – A password to use for authentication
or for unlocking a private key


		username – The username to authenticate as


		private_key – Private SSH Key string to use
(instead of using a filename)


		key_filename – a private key filename (path)


		port – tcp/ip port to use (defaults to 22)


		timeout (float) – an optional timeout (in seconds) for the
TCP connection


		proxy (socket) – an existing SSH instance to use
for proxying


		options (dict) – A dictionary used to set ssh options
(when proxying).
e.g. for ssh -o StrictHostKeyChecking=no,
you would provide
(.., options={‘StrictHostKeyChecking’: ‘no’})
Conversion of booleans is also supported,
(.., options={‘StrictHostKeyChecking’: False})
is equivalent.


		interactive – If true, prompt for password if missing.




















		
platform_info[source]


		Return distro, version, architecture.









		
remote_execute(command, with_exit_code=False, get_pty=False, wd=None)[source]


		Execute an ssh command on a remote host.


Tries cert auth first and falls back
to password auth if password provided.






		Parameters:		
		command – Shell command to be executed by this function.


		with_exit_code – Include the exit_code in the return body.


		wd – The child’s current directory will be changed
to wd before it is executed. Note that this
directory is not considered when searching the
executable, so you can’t specify the program’s
path relative to this argument


		get_pty – Request a pseudo-terminal from the server.









		Returns:		a dict with stdin, stdout,
and (optionally) the exit code of the call.

















		
test_connection()[source]


		Connect to an ssh server and verify that it responds.


The order for authentication attempts is:
(1) private_key
(2) key_filename
(3) any key discoverable in ~/.ssh/
(4) username/password















		
satori.ssh.connect(*args, **kwargs)[source]


		Create an instance of the SSH class.






		Parameters:		
		host (str) – The ip address or host name of the server
to connect to


		password (str) – A password to use for authentication
or for unlocking a private key


		username – The username to authenticate as


		private_key – Private SSH Key string to use
(instead of using a filename)


		key_filename – a private key filename (path)


		port – tcp/ip port to use (defaults to 22)


		timeout (float) – an optional timeout (in seconds) for the
TCP connection


		proxy (socket) – an existing SSH instance to use
for proxying


		options (dict) – A dictionary used to set ssh options
(when proxying).
e.g. for ssh -o StrictHostKeyChecking=no,
you would provide
(.., options={‘StrictHostKeyChecking’: ‘no’})
Conversion of booleans is also supported,
(.., options={‘StrictHostKeyChecking’: False})
is equivalent.


		interactive – If true, prompt for password if missing.




















		
satori.ssh.make_pkey(private_key)[source]


		Return a paramiko.pkey.PKey from private key string.
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The satori.errors Module


Satori Discovery Errors.



		
exception satori.errors.DiscoveryException[source]


		Bases: satori.errors.SatoriException


Discovery exception with custom message.









		
exception satori.errors.GetPTYRetryFailure[source]


		Bases: satori.errors.SatoriException


Tried to re-run command with get_pty to no avail.









		
exception satori.errors.SatoriException[source]


		Bases: exceptions.Exception


Parent class for Satori exceptions.


Accepts a string error message that that accept a str description.









		
exception satori.errors.SatoriInvalidNetloc[source]


		Bases: satori.errors.SatoriException


Netloc that cannot be parsed by urlparse.









		
exception satori.errors.SatoriShellException[source]


		Bases: satori.errors.SatoriException


Invalid shell parameters.









		
exception satori.errors.SystemInfoCommandInstallFailed[source]


		Bases: satori.errors.DiscoveryException


Failed to install package that provides system information.









		
exception satori.errors.SystemInfoCommandMissing[source]


		Bases: satori.errors.DiscoveryException


Command that provides system information is missing.









		
exception satori.errors.SystemInfoCommandOld[source]


		Bases: satori.errors.DiscoveryException


Command that provides system information is outdated.









		
exception satori.errors.SystemInfoMissingJson[source]


		Bases: satori.errors.DiscoveryException


Command did not produce stdout containing JSON.









		
exception satori.errors.SystemInfoNotJson[source]


		Bases: satori.errors.DiscoveryException


Command did not produce valid JSON.









		
exception satori.errors.UnsupportedPlatform[source]


		Bases: satori.errors.DiscoveryException


Unsupported operating system or distro.
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The satori.shell Module


Command-line interface to Configuration Discovery.


Accept a network location, run through the discovery process and report the
findings back to the user.



		
satori.shell.check_format(name)[source]


		Verify that we have the requested format template.









		
satori.shell.format_output(discovered_target, results, template_name='text')[source]


		Format results in CLI format.









		
satori.shell.get_template(name)[source]


		Get template text from templates directory by name.









		
satori.shell.get_template_path(name)[source]


		Get template path from name.









		
satori.shell.main(argv=None)[source]


		Discover an existing configuration for a network location.









		
satori.shell.netloc_parser(data)[source]


		Parse the netloc parameter.






		Returns:		username, url.














		
satori.shell.parse_args(argv)[source]


		Parse the command line arguments.
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The satori.utils Module


General utilities.



		Class and module import/export


		Time utilities (we standardize on UTC)






		
satori.utils.get_local_ips()[source]


		Return local ipaddress(es).









		
satori.utils.get_time_string(time_obj=None)[source]


		The canonical time string format (in UTC).






		Parameters:		time_obj – an optional datetime.datetime or timestruct (defaults to
gm_time)







Note: Changing this function will change all times that this project uses
in the returned data.









		
satori.utils.import_class(import_str)[source]


		Return a class from a string including module and class.









		
satori.utils.import_object(import_str, *args, **kw)[source]


		Return an object including a module or module and class.









		
satori.utils.is_valid_ip_address(address)[source]


		Check if the address supplied is a valid IP address.









		
satori.utils.is_valid_ipv4_address(address)[source]


		Check if the address supplied is a valid IPv4 address.









		
satori.utils.is_valid_ipv6_address(address)[source]


		Check if the address supplied is a valid IPv6 address.









		
satori.utils.parse_time_string(time_string)[source]


		Return naive datetime object from string in standard time format.
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The satori.common.logging Module


Logging Module.


This module handles logging to the standard python logging subsystem and to the
console.



		
class satori.common.logging.DebugFormatter(fmt=None, datefmt=None)[source]


		Bases: logging.Formatter


Log formatter.


Outputs any ‘data’ values passed in the ‘extra’ parameter if provided.


Example:


LOG.debug("My message", extra={'data': locals()})







		
format(record)[source]


		Print out any ‘extra’ data provided in logs.















		
satori.common.logging.find_console_handler(logger)[source]


		Return a stream handler, if it exists.









		
satori.common.logging.get_debug_formatter(config)[source]


		Get debug formatter based on configuration.






		Parameters:		config – configuration namespace (ex. argparser)







–debug: log line numbers and file data also
–verbose: standard debug
–quiet: turn down logging output (logging.WARNING)
default is logging.INFO






		Parameters:		config – object with configuration namespace (ex. argparse parser)














		
satori.common.logging.init_console_logging(config)[source]


		Enable logging to the console.






		Parameters:		config – object with configuration namespace (ex. argparse parser)














		
satori.common.logging.init_logging(config, default_config=None)[source]


		Configure logging based on log config file.


Turn on console logging if no logging files found






		Parameters:		
		config – object with configuration namespace (ex. argparse parser)


		default_config – path to a python logging configuration file




















		
satori.common.logging.log_level(config)[source]


		Get debug settings from configuration.



		–debug: turn on additional debug code/inspection (implies


		logging.DEBUG)





–verbose: turn up logging output (logging.DEBUG)
–quiet: turn down logging output (logging.WARNING)
default is logging.INFO






		Parameters:		config – object with configuration namespace (ex. argparse parser)
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The satori.sysinfo.ohai_solo Module


Ohai Solo Data Plane Discovery Module.



		
satori.sysinfo.ohai_solo.get_json(data)[source]


		Find the JSON string in data and return a string.






		Parameters:		data – 





		string:		














		Returns:		string – JSON string striped of non-JSON data






		Raises:		SystemInfoMissingJson


SystemInfoMissingJson if ohai does not return any JSON.

















		
satori.sysinfo.ohai_solo.get_systeminfo(ipaddress, config, interactive=False)[source]


		Run data plane discovery using this module against a host.






		Parameters:		
		ipaddress – address to the host to discover.


		config – arguments and configuration suppplied to satori.


		interactive – whether to prompt the user for information.




















		
satori.sysinfo.ohai_solo.install_remote(client)[source]


		Install ohai-solo on remote system.









		
satori.sysinfo.ohai_solo.is_debian(platform)[source]


		Return true if the platform is a debian-based distro.









		
satori.sysinfo.ohai_solo.is_fedora(platform)[source]


		Return true if the platform is a fedora-based distro.









		
satori.sysinfo.ohai_solo.remove_remote(client)[source]


		Remove ohai-solo from specifc remote system.



		Currently supports:


		
		ubuntu [10.x, 12.x]


		debian [6.x, 7.x]


		redhat [5.x, 6.x]


		centos [5.x, 6.x]


















		
satori.sysinfo.ohai_solo.system_info(client)[source]


		Run ohai-solo on a remote system and gather the output.






		Parameters:		client – ssh.SSH instance






		Returns:		dict – system information from ohai-solo






		Raises:		
		SystemInfoCommandMissing, SystemInfoCommandOld, SystemInfoNotJson


		SystemInfoMissingJson








SystemInfoCommandMissing if ohai is not installed.
SystemInfoCommandOld if ohai is not the latest.
SystemInfoNotJson if ohai does not return valid JSON.
SystemInfoMissingJson if ohai does not return any JSON.
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The satori.discovery Module


Discovery Module.



TODO(zns): testing, refactoring, etc...  just using this to demonstrate
functionality



Example usage:



from satori import discovery
discovery.run(address=”foo.com”)




		
satori.discovery.find_nova_host(address, config)[source]


		See if a nova instance has the supplied address.









		
satori.discovery.run(address, config, interactive=False)[source]


		Run discovery and return results.
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